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MEMORANDUM FOR U.S. ARMY COMMUNITY AND FAMILY SUPPORT CENTER,
4700 KING STREET, ALEXANDRIA, VA 22302

SUBJECT: Type {Generic) Accreditation of the Army Morale, Welfare, and Recreation
(MWR) Management Information System (MIS)

1. Referances:
a. Amy Regulation 380-19, Information Systems Secunty, 27 February 1848.

b. DoD Instruction 5200.40, DoD Information Technology Security Cerification
and Accreditation Process (DITSCAP), 30 December 1997,

¢. DITSCAP Application Manual, DeD 8510.1-M, 31 July 2000

d. U.S. Army Communrity and Family Support Center (CFSC), Morale, Welfare,
and Recreation (MWR) Management Infarmation System (MIS} System Security
Autharization Agreement {SSAA) version 1.0, 5 May 2001,

2. 1 have reviewed the findings and recommendations presented in the U.S. Army
CFSC MWR MIS S5AA (Reference 1d.). | have concluded that the safeguards and
security features incorporated in this system will meet the minimum requirements for
processing and storing information at the Sensitive But Unclassified (SBU) level in the
Systems High Security Mcde of Oparaticn.

3. in accordance with Army Regulation 380-19 (Reference 1a.) the MWR MIS will be
aceredited every three years. In addition, the system must be reaccredited within three
months after any of the occurrences noted in paragragh 3-6 of AR 380-19. The Project
Manager (PM] of the MWR MIS AIS will conduct a generic reaccredifation within three
manths of any major system change.

4. The MWR MIS is supplied with a generic accreditation. Because of the variety of
physical security conditions at the locations to which the system will be deployed, it is
critical that the site-based risk assessments, described in Reference 1d., be conducted
by the local Designated Approving Authorities {DAAs) to identify in-place safequarnds
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and determine the appropriate level of physical protection necessary for the MWR MIS
to process SBU in its local environment. In addition, the operators assume the
responsibility to menitor the environment for compliance with the environment as
described in the accreditation documentation.

5. POCs for this action are Mr. Gary Robison DSN 664-7573, Comm (703) 604-7573,
e-mail Gary.Robison@us.amy.mil and Mr. Albert Kondi DSN 664-7572, Comm {703)
B04-7572, a-mail Albert. Kondi@us. army.mil.

PETER M. CUVIELLO
Lieutenant General, GS
Director

CF:

IAPM, U.S. Army Matenel Command (AMC)

IAPM, U.S. Army Forces Central Command (ARCENT)

IAPM, Europe (USAREUR)

IAPM, Forces Command {(FORSCOM)

IAPM, Karea/Eighth U.S. Army (ELSA)

IAPM, U.S. Army Military District of Washington (MDW)

IAPM, Training and Doctring Command (TRADOG)

IARPM, U 5. Army Pacific {ISARPAC)

IAPM, 5th Signal Command

- 1APM, U.S. Army South {USARSQ)

IAPM, U.S. Army Reserve Command (LUSARC)

IAPM, Army National Guard

IAPM, Program Executive Cfficer Air and Missile Defense (PEO AMD)

1APM, Program Executive Officer Aviation {PEQ AVN)

IAPM, Program Executive Officer Cammand Control and Cemmunications Systems
{PEO C385)

IAPM, Pragram Executive Officer Ground Combat Support Systems (PEQC GCSS)

IAPM, Program Executive Officer Intelligence, Electronic Warefare and Sensors
(PEQ IEWE&S)

IAPM, Program Executive Officer Standard Amy Management Information Systems
(PEQ STAMIS)

IAPM, Program Executive Officer Tactical Missiles (PEQ Tactical Missiles)

IAPM, Army Sighal Command (USASC)



