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Backup Procedures

For Starwood Hotels

Why Is It Important To Do A Backup?

Doing a backup on your system is the only way of protecting all of your data should anything happen to your hardware or software.  It is critical that a backup be performed every day.   Imagine just for a moment what would happen if you lost the past 10 hours of work that occurred today.  What would it take to re-build every guest account to a current status and post every transaction that took place?  Now imagine if you lost your entire database! Every guest history record, reservation, AR account, Travel Agent, everything - gone.  Picture the amount of work it would take to recreate every rate schedule, accommodation code and room. It might sound like an exaggerated story, but the unfortunate truth is that things like this really do occur.  That is why backups are so critical.

What Kinds Of Backups Must I Do?

There are four types of backup that need to be done in the Galaxy/UX System. Below is a list of them and a brief description of what they do: 

· Logs – The “Transaction Logs” run 24 hours a day.  Their purpose is to record all keystrokes as they occur and to record any changes made to the database. Although a restore is done using the Nightly Backup tape, only the logs tape has the most updated information. This is because the Logs record the data as it occurs, 24 hours a day, as opposed the Nightly, which is run only once a night.  Without the Logs, we could only restore the information from the time the Nightly was run and the site would have to re-do the last hours worth of work to get up to the point in which the system lost functionality. That is why it is so important to make sure the Logs are always running
· Nightly – The “Nightly Backup” is done every night and performs a backup of the database (Informix).  In other words, it records the data in the tables.

· Weekly – The “Weekly Backup” is done once a week and performs a backup of the operating system (UNIX) and the application (like the screens, etc).

· Recovery - A ‘Make Recovery’ tape should be created at least once a month, or when certain HP database changes are made (see the “When Should I Do A Backup” section for more details).  This backup is an image of software on the HP Unix system. This image does not include Galaxy information or the Galaxy database. It just contains HP information. In the event the system becomes inoperable due to a root disk failure, this tape can be used to restore the system minus the Galaxy information. Once HP-UX has been restored, the Galaxy Weekly, Nightly and Transaction Log backups will have to be restored to fully restore the system. The main advantage of having this backup is that it makes system restoration much faster.  


When Should I Do A Backup?

The “Weekly Backup” should be done once a week and you should be running the “Transaction Logs” and performing the “Nightly Backup” every day!  In fact, to make it easier to remember when to run the backup, we designated a special part in the Night Audit for this - Part Three.  You should create a “Recovery” tape once a month.  Below is a quick reference chart to help you remember when to do certain backups:

	Backup Type:
	When to do it:

	Transaction Logs
	Runs all day. Tapes are changed every day during Part Three of the Audit.

	Nightly
	Everyday during Part Three of the Night Audit.

	Weekly
	Once a week during Part Three of the Night Audit.

	Recovery
	Once a month, or when certain database changes are made (see the following page for more details).


There may be other times when it is mandatory to do a backup.  These include, but are not limited to:

Nightly and Weekly

· As a standard procedure when shutting down your system.  

· Planned disc repair.

· System upgrades.

Recovery

· If you add new hardware or software to the system.

· If you add new users (terminal logins) to the system.

· If you change the root or Informix passwords.

· If you have an upgrade or patch placed on the system.

· If any type of HP database changes are made (such as changes to the tbconfig file or if a chunk is added).

· If changes are made to the tape drives.

You should decide at this time what circumstances merit additional backups and make sure the appropriate staff is aware of this information.

Keeping Track Of Backups

How can you be sure that the backup was completed for each day?  Well, there will be no reason for such a concern as long as you do one simple thing – keep track of your backups.  The easiest and most efficient way to keep track of your backups is to keep a basic sign in sheet. For your convenience, we have included a sample sign in sheet at the end of this document. Please feel free to make photocopies of it and use it.  Many sites actually take the backup instructions and sign in sheet and place them in a binder, which they keep in the computer room. 
In addition, we now have within the application, the ability to track and prompt for which backup tapes to use.  This option gives hotels the ability to log the number of tapes used for daily backups, logical logs, weekly backups and make recovery tapes.  It is still recommended that the manual logs sheets be used also to note backup. In the event of a system failure, you will not be able to access the system to know which backup tapes to restore from.

This ability to track tapes only works through the application.  If the backups are done through the backup menu or Unix Logins, the application will not be able to track or prompt the user to what tapes to use. Warning, never login to the application from the system console.

Transaction Log Backup Tape Tracking Setup and Modifying

The naming of logical logs tape is recommended to be numbers and not the days of the week. For example, name the tapes logs 1, logs 2, logs 3, etc.  This recommendation is due to the logical logs maybe stopped during the day and a different tape needs to be used to restart the logs. If the same tape is used from before stopping the logs, then it will override to that tape and erase all previous backups on the tape.

1. Login to application

2. Choose Database Maintenance Menu

3. Choose System Admin Menu

4. Choose System Backup Maintenance Menu

5. Choose Setup Transaction Logs
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6. The systems will display the number of tapes programmed to use for logical logs.  If this number is not the correct number currently being used, press “Y” to change the number of tapes. If no change is required, press “N” to go back to menu

7. Enter the number of tapes being used for logical logs?  (Example enter 7 for 7 tapes)

8. The system will prompt to what tape it believes it is currently using to track logical logs.  Press “N” if this the correct tape.  Press “Y” if the tape is different
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9. If choose “Y” in step above, enter the current tape name that is being used. 

10. Press Enter to return to menu

Nightly Database Backup Tape Tracking Setup and Modifying – (Daily Backups)

1. Login to application

2. Choose Database Maintenance Menu

3. Choose System Admin Menu

4. Choose System Backup Maintenance Menu

5. Choose Setup Nightly Database Backup
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6. The system will display the number of tapes currently being used. Press “N” if the number of tapes is correct. Press “Y” if the number of tapes is incorrect and need to update.

7. If press “Y” in above step, enter the number of daily backup tapes being used.
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8. Now enter the names of the daily backup tapes being used and press [ctrl-d} when done. Do not use spaces when entering names or the list of the correct tape to use will not display

9. The system will display the next daily backup tape being used. Press “Y” if this is correct.  Press “N” if this needs to be changed

10. If pressed “N” then choose the tape that is currently used

11. Press Enter to return to menu

Weekly Database Backup Tape Tracking Setup and Modifying 

1. Login to application

2. Choose Database Maintenance Menu

3. Choose System Admin Menu

4. Choose System Backup Maintenance Menu

5. Choose Weekly Files Backup
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6. The systems will display the currently number of tapes being used.  Press “N” if this is correct. Press “Y” if this needs to be changed.

7. If pressed “Y” above, enter in the number of weekly tapes being used

8. The system will prompt the next weekly backup tape to be used. Press “Y” if this is correct. Press “N” if this needs to be changed

9. If pressed “N” in above step, enter the next weekly tape to be used

10. Press Enter to return to menu














Monthly Database Backup Tape Tracking Setup and Modifying- (make recovery)

1. Login to application

2. Choose Database Maintenance Menu

3. Choose System Admin Menu

4. Choose System Backup Maintenance Menu

5. Choose Monthly Files Backup
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6. The system will display the number of monthly backup tapes being used.  Press “N” if this is correct.  Press “Y” if this needs to be changed

7. If pressed “Y” above, enter in the number of monthly backup tapes being used

8. The system will prompt the next monthly backup tape to be used. Press “Y” if this is correct. Press “N” if this needs to be changed.

9. If pressed “N” above, enter in the next monthly tape to be used
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10. The system will prompt do you wish to change the monthly backup tape device. Press “N” if correct. Press “Y” if needs to be changed

11. If pressed “Y” above, a list of devices available will display. Choose the correct device

12. Press Enter to return to menu

Tapes, Tapes And More Tapes!

Doing your backups is just one half of a two part process.  Tracking and taking care of the tapes is just as important as the backup itself.  Here is some vital information you need to know about your tapes:

· Make sure you have enough tapes and don’t forget those spares - So how many tapes should you have altogether?  Refer to the charts below for the answer:

    

Transaction Logs

	If you use this many tapes to do the backup:
	Total

	1 tape
	10


· Note: Only ‘1 tape’ is listed because you will only need one tape at most to complete the backup.

Nightly Backup

	If you use this many tapes to do the backup:
	Sun
	Mon
	Tue
	Wed
	Thu
	Fri
	Sat
	Total

	1 tape
	4
	1
	1
	1
	1
	1
	1
	10

	2 tapes
	8
	2
	2
	2
	2
	2
	2
	20

	3 tapes
	12
	3
	3
	3
	3
	3
	3
	30


· Note:  See the “Nightly Backup” section under ‘Label your tapes” to find out why Sunday needs extra tapes.
    

 Weekly Backup

	If you use this many tapes to do the backup:
	Total

	1 tape
	4

	2 tapes
	8

	3 tapes
	12


Recovery Backup

	If you use this many tapes to do the backup:
	Total

	1 tape
	2


· Note: Only ‘1 tape’ is listed because you will only need one tape at most to complete the backup.

· Tapes come in boxes of five or ten, so keep that in mind when you order your tapes.

· Label your tapes– Such a simple thing as labeling your tapes will save you hours of searching and the possibility of misplacing or losing these valuable tapes.  Refer to the list below for information on how to properly label your tapes:
· Transaction Logs: These should be labeled one through ten – logs 1, logs 2, logs 3… logs 10. 
· Nightly Backup: Label each one based on the day it is intended for, such as Monday, Tuesday, Wednesday, etc.  If you generally require 2 or more tapes for the Nightly Backup, label them in parts.  For example, Thursday-1 and Thursday-2, Friday-1 and Friday-2, etc.  The only exception to this rule is Sunday.  In order to keep a full month of backups available at any given time; you should have four Sunday tapes.  Label these as Sunday A, Sunday B, Sunday C and Sunday D.  Again, if you require 2 or more tapes for the Nightly Backup, label them in parts (i.e. Sunday A –1 , Sunday A-2). 
· Weekly Backup: week 1, week 2, week 3, week 4.
· Recovery: recover 1, recover 2.
· Rotate your tapes - Now that you have seen how to label them, you might be wondering why you have more tapes than you have days in a week.  Well, the reason is, they need to be rotated.  Here’s how:
· Transaction Logs: You should have a total of ten Transaction Log tapes.  Start with “logs 1” and continue through to “logs 10”. Then start back at “logs 1” again.  Even though there are only seven days in the week, you should have at least ten log tapes just in case you need to stop and restart the transaction logs during day.  If this occurs, simply use the next log tape in line and be sure to note this fact on the ‘sign in sheet’.
· Nightly Backup: You should have at the very least a total of ten Nightly Backup tapes.  Simply use the appropriate labeled tape for each day (i.e. use the “Monday” tape for Monday night’s backup and so on).  As you may have noticed in the labeling instructions, you should have a total of four tapes for Sunday.  This is so that you will have one full month of nightly backups at any given time.  To rotate the Sunday tapes properly, just start with “Sunday A”. Then the next Sunday, use the “Sunday B” tape and so on.
· Weekly Backup: You should have at the very least a total of four Weekly Backup tapes, in order to keep a full month’s worth of weekly backups.  Start with the “week 1” tape for the first week, then the “week 2” tape and so on.
· Recovery: You should have two recovery tapes.  Alternate the tapes, using ‘recover 1’ for the first month and then ‘recover 2’ for the next month. Then start back with ‘recover 1’ again. 
· Store your tapes - There is no use in doing backups in preparation of avoiding possible data loss if you can’t locate them when you need them.  So, please take the time to store your tapes properly.  This place should be safe (cool, dry and preferably fire resistant) and accessible.  

A good option is to invest in a fire safe.  These can be purchased at any home improvement store, such as Home Depot.  Although it may cost a bit more, it is preferable to purchase one that is ‘media safe’ as opposed to just being ‘paper safe’. Once you do choose a location for storing the tapes, be sure that someone working each shift not only knows where the tapes are kept but has access to them as well.   

· Replacing your tapes
 - You should replace your tapes every 6 months. Although tapes can be expensive, this is one area in which you do not want to be frugal.  We strongly suggest that you stick to buying only the highest quality tape.  That means you should go with the ‘big names’ such as HP, Sony and 3M.  You can order tapes from most any local computer store, or by contacting Galaxy.

Before you order your tapes, it important to know that not all ‘types’ of tapes work in all tape drives. If you are wondering which type of tape to buy for your server, you can tell by looking at the marking located on the front of the server under the tape drive.  Below is a list of the types of tape drives you might find on your server:

· DDS (same as a DCLZ)

· DDS2

· DDS3

When you order your tapes, be sure to order the type that corresponds to your tape drive. (i.e. if you have a DDS2 tape drive, order a DDS2 type tape.)  A guideline when selecting tapes is that you can always go down, but you can’t go up.  For example, if you have a DDS3 tape drive, you can use a DDS3, DDS2 or DDS type tape.  Likewise, if you have a DDS2 tape drive, you can use a DDS2 or DDS, but not a DDS3.
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· Use your cleaning tapes - In order to keep your tape drive in good working condition, you should routinely clean the tape heads using a cleaning tape.  Never use swabs or other means to clean the heads!  The recommended frequency in which you should perform this cleaning varies based on the number of tapes used per day and on what type of drive your server has (i.e. DDS vs. DDS2). Below is a chart taken from the “Tape Drive User’s Guide” from HP showing the recommended cleaning frequency for a DDS3.  Depending on the type of DDS drive you have, this time frame might be different.
	DDS tapes used per day
	1
	2
	3
	4+

	Cleaning interval
	8 weeks
	4 weeks
	3 weeks
	weekly


*NOTE:  If the “Clean/Attention” LED is flashing amber, clean your drive immediately.  Do not make it a habit to wait for this light to flash before you clean your drive.  By the time the signal appears, the performance of the drive may already be diminished. 

Many tape cleaner manufactures recommend more frequent cleaning (at least once a week) than what is shown in the above chart.  You can not damage your tape drive by over-cleaning, so our advice is that it is better to be safe than sorry. 
Cleaning tapes generally come with an insert that has boxes to mark each time a cleaning is performed.  Replace the cleaning tape when all of the boxes are marked. (Most tapes are good for about 50 cleaning cycles).
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The cleaning cycle takes about 30 seconds.  If the cleaning tape is ejected in less than 20 seconds, or is immediately ejected, then the tape has probably reached it’s lifespan and should be replaced as it will no longer function.
· Make sure the tape is not write protected – On the back of each tape is a small tab that will allow you to write protect the tape.  This means that when the tape is in the disabled mode (see diagram below) you will be able to write data to the tape.  If the tape is in the enabled mode, you will NOT be able to record any data on the tape and will get an error should you try to do so. Please refer to the diagram below:

· Other tape do’s and don’ts –  Here are some basic do’s and don’ts about tapes:
DO’S
· Always store the tapes in their protective cases.
· Always keep the tapes in a clean environment.
· Operate the tapes at temperatures between +5c to 45c (41f to +104f).

· After moving the tapes from one temperature extreme to another, allow them to stabilize for a minimum of two hours before using.

· Keep the tapes away from magnetic sources.

· Replace damaged or contaminated tapes.

· Be consistent with the type of media used.  The tape drive heads need to adjust to the characteristics of each different kind of media.

DON’TS
· Don’t drop the tapes or handle them roughly.
· Don’t expose the tapes to dirt, moisture, or high humidity.
· Don’t place the tapes in direct sunlight or in a place where magnetic fields are present (such as under telephones or near transformers).
· Don’t touch or attempt to clean the tape path or tape guides inside the cartridge.
· Don’t use excessive force in inserting or removing the tapes from the drive.
· Don’t use DAT tapes; they are intended for audio, not data.
· Don’t place the label outside of the indented area on the tapes.  Doing so may cause interference with the smooth loading and unloading of the tapes.
· Don’t use the tapes beyond their useful life.
How Do I Do A Backup?

The first thing you need to determine before you follow the backup instructions supplied in this document is how many tape drives your server has and whether your transaction log backup is done to hard drive or to tape.  This will affect how you do the backup and therefore which set of instructions is correct for your site.  
There are three separate sets of instructions on how to do a backup included in this document (not including the recovery tape instructions and the multi tape backup preparation). ONLY ONE SET IS CORRECT FOR YOUR SITE.   Please follow these guidelines to determine which set is correct for your site:

· If you only have one tape drive, follow the instructions labeled “Starwood Backup Procedure For One Tape Drive”.
· If you have two tape drives, follow the instructions labeled “Starwood Backup Procedure For Two Tape Drives”.
· If your transaction log backup is done to hard drive, follow the instructions labeled “Starwood Backup Procedure For Systems with Transaction Logging to Hard Disk (Larger Properties)”.
· The sections labeled “Instructions on How to Create A  “Recovery” Tape” and “Multi-Tape Backup Preparation” is appropriate for all sites, regardless of which backup procedure you are using.
Multi-Tape Backup Preparation – Write New Process
You may, at some point, require more than one tape to do your Nightly backup.  In order to use a second or third tape to complete the backup, that tape must first be initialized.  In order to initialize the tape, a small file is first written to the tape.  Once this is done, the file is read back to ensure that that tape is indeed ready to be used for the Nightly backup.  This is something you should do in advance.  That means you should prep several tapes to be used as continuation tapes and label them as such BEFORE the day comes when you will require them.

The initialization process can be completed in the Galaxy/UX application.  However, in order to do this, you must first have access to the command.  The person at your site who is in charge of Agent Security will need to add the process code of “write_new” to one of the agent security categories used by the night auditors and/or the system administrator for you to gain access to the command.   

Follow the directions below to initialize the tapes:
1. Login to the application

2. Choose Night Audit Menu

3. Choose System Backup Menu
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4. Choose stop the transaction log

5. Press “Y” to stop the logs

6. Update the backup log and note the log number on the log. 

7. Eject the tape and store the tape in a safe place

8. Insert the new tape to initialize into proper tape drive
9. Choose Perform Initialize a new tape from menu
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10. Press “Y” to continue to next prompt to initialize the tape
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11. Press “Y” to initialize tape

12. When complete, press enter to go back to menu

13. Eject tape 

14. Repeat steps 8 to 13 to do another tape

Instructions on How to Create A  “Recovery” Tape 

1. Login to the application

2. Choose Night Audit Menu

3. Choose System Backup Menu
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4. Choose stop the transaction log

5. Press “Y” to stop the logs

6. Update the backup log and note the log number on the log. 

7. Eject the tape and store the tape in a safe place

8. Insert the make recovery backup tape into proper tape drive

9. Choose Perform Monthly Make Recovery Backup from menu
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10. Press “Y” to get to next prompt of make recovery
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11. Press “Y” to start the make recovery process

12. When back up is complete, update the tape backup log and store tape in a safe place

13. Remember to restart the transaction logs

You no longer need to go through Starwood to make the make recover rape.

Starwood Backup Procedure 

Perform The Nightly Backup
1. Login to the application

2. Choose Night Audit Menu

3. Choose System Backup Menu
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4. Choose stop the transaction log

5. Press “Y” to stop the logs

6. Update the backup log and note the log number on the log

7. Eject the tape and store the tape in a safe place

8. Insert the next daily back up tape into proper tape drive
9. Choose Perform Nightly Database Backup from menu
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10. Press “Y” to continue to next prompt of nightly backup
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11. Press “Y” to perform the nightly backup
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12. Press Enter to message please mount tape and press return 
13. Press 0 for the lever of archive.  NEVER press 1 or 2 
14. If using more then one tape, eject tape and replace before hitting enter
15. When back up is complete, Update the tape backup log and store tape in a safe place

16. Perform your weekly backup if required

17. Remember to restart the transaction logs

Perform A Weekly Backup (Done Once A Week ONLY)

1. Login to the application

2. Choose Night Audit Menu

3. Choose System Backup Menu
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4. Choose stop the transaction log

5. Press “Y” to stop the logs

6. Update the backup log and note the log number on the log

7. Eject the tape and store the tape in a safe place

8. Insert the neck daily back up tape
9. Choose Perform Weekly File Systems Backup from menu
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10. Press “Y” to continue to next prompt of weekly backup
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18. Press “Y” to perform the weekly backup
19. When back up is complete, Update the tape backup log and store tape in a safe place

20. Remember to start the transaction logs
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Start Logical Logs

1. Login to the application

2. Choose Night Audit Menu

3. Choose System Backup Menu
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4. Choose Start the Transaction Log
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Do you wish to continue? (¥)es (W)o default=Y > [|




5. Press Y to continue with Starting Logs
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6. Press “Y” to start the logical logs.`

Galaxy Backup and Logs Sign-in Sheet

	Today’s Date
	Your Name
	 Transaction Logs (sequence #’ s and name of tape) 
	Nightly Backup (name of tape)
	Weekly Backup

(name of tape)

	12/31/2003
	    Joe Sample 
	129-135 log 3
	     tuesday-1 and tuesday-2
	    week 1

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	















� EMBED PBrush  ���





This is a DDS3 tape drive





� EMBED CorelPhotoHouse.Document  ���





� EMBED CorelPhotoHouse.Document  ���





Multi Tape Procedure





If the Nightly Backup requires more than one tape, then do not press ‘Return[Enter]’ at this time.  That will cause the system to overwrite the information whichinformation that has already been saved to the tape.  Instead, do the following:


Eject the tape that is full.


Retrieve an unused tape that has been initialized. Do not use another days tape. (i.e. If Monday’s backup tape is full, DO NOT use Tuesday’s to continue.)  DO NOT use a new tape that has not been initialized, as it will not record any data. If you do not have a tape that has been initialized, you will need to follow steps 5-13 under the “Multi-Tape Backup Preparation” section and initialize a tape before you continue the backup.  Once a new tape is initialized, place the tape in the drive and follow the instructions on screen and below.


Once the lights are green and steady, press [Enter] to complete the backup.


Once the backup is completed, label the original tape and continuation tape appropriately.  For example, if it is the ‘Thursday’ tape that is now full, you should rename it to “Thursday –1” and label the other tape  as “Thursday –2”.


Unwrap a brand new spare tape and place it in the tape drive.  Do not use another days tape. (i.e. If Monday’s backup tape is full, DO NOT use Tuesday’s to continue.)  


Once the lights are green and steady, press [Enter] to complete the backup.


Once the backup is completed, label the original tape and spare tape appropriately.  For example, if it is the ‘Thursday’ tape that is now full, you should rename it to “Thursday –1” and label the spare as “Thursday –2”.





It is important to note that once you have reached the point where it takes two tapes to do the backup, it will then always take two tapes from now on.  You will never go back to using just one tape again.  This means that you must prepare for the change in procedure.  The following should be done:


Notify your site management and your site’s Starwood AMPT.


Create a second tape (i.e. open a new spare tape and label it)  for each day.  Your new set of tapes should look like this:





Monday-1, Monday-2, Tuesday-1, Tuesday-2, Wednesday-1, Wednesday-2, Thursday-1, Thursday-2, Friday-1, Friday-2, Saturday-1, Saturday-2, Sunday A-1, Sunday A-2, Sunday B-1, Sunday B-2, Sunday C-1, Sunday C-2, Sunday D-1, Sunday D-2, 





Consider purchasing additional tapes now.  Don’t forget to have spares available! 
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