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2 December 1999                                                                                                        Number: CIB-009/99
Customer Information Bulletin (CIB)

Root Password

	Purpose:  The purpose of this CIB is to inform Geac/UX ALPMS users of the policy regarding the Root (Superuser) password responsibilities in compliance with Army Regulation (AR) 380.19 Chapter 2-14.

	Discussion:

In a Unix-based system, such as ALPMS, the superuser is a privileged user who has unrestricted access to the whole system, which includes all commands and all files. By convention, the username for the superuser account is “ROOT”. The root account is necessary, as many system administration files and programs require isolation from executable files available to non-privileged users. The password to this account shall be given only to personnel who absolutely need it. All root transactions, to include password maintenance, should normally be done from the server console. It is not a good practice for the System Administrator (SA) to always logon as the superuser. It is easy to make a trivial mistake and damage the system, perhaps by inadvertently deleting critical system files. The superuser should instead, always logon using their unique userid and password, then switch to superuser with the “SU” command when needed.

	Guidance: 

When assigning the root password, the following guidelines must be strictly adhered to. It is the responsibility of lodging management to ensure compliance with AR 380-19 Information Systems Security Chapter 2-14 Password Control. Password control guidelines are highlighted below:

· Root password privileges should be granted to a limited number of employees on a “need to know” basis (i.e. manager, system administrator, and night auditor).

· Root password privileges shall expire upon reassignment, discharge, or otherwise separation from duties for which the password was required.

· Root password shall be comprised of a minimum of 8 alphanumeric characters, two of which are numeric and/or special characters. (I.e. dc94efst).
· Root password shall be changed every six months at a minimum or as required. If Geac calls your facility to perform system maintenance and the root password is given to Geac, the root password must be changed upon completion of the maintenance. 

· Root password will not be re-used.

· Root password shall be handled as sensitive data and protected from unauthorized observation.

	Changing Root Passwords in Geac UX

Procedure:
1.     Login on at the server console as “root” and type in the root password.  

2.    The command to change the  terminal login password is:  “passwd”
3.     The system will prompt you to fill in the following 

       Old  Password: __________
       New  Password:  __________

       Verify New Password: __________ 

Again, the password must contain a minimum of 8 alphanumeric characters, two of which must be numeric and/or special characters.
---

For additional information on Geac passwords, please refer to Chapter 31 of the Geac Database Manual. 


	Jamie VanCourt  Tel:  (703) 681-3770

Email:  jamie.vancourt@cfsc.army.mil
QuinlanThigpen Tel: (703) 681-1569

Email: quinlan.thigpen@cfsc.army.mil
U.S. Army Community and Family Support Center

Army Lodging

4700 King Street

Alexandria, Virginia  22302-4401

Fax:  (703) 681-7246    DSN Prefix:  761
Army Lodging Website http://www.mwrmis.army.mil


	CIB-09-99








