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01 December 1999                                                                                                                   Number: CIB-008/99
Customer Information Bulletin (CIB)

Modem Management



	Purpose:  The purpose of this CIB is to establish standard operating procedures (SOPs) for maximizing information system security with regards to modems. Modems shall only be connected when the Geac Help Desk is required to dial-in to provide system support.

	Discussion: The Department of Defense and the Army Director of Information Systems for Command, Control, Communications, and Computers (DISC4) have issued alerts that dial-in modems pose a possible exploitable entry point into the installation network.  In an effort to maximize information system security, the Geac/UX ALPMS HP9000 modem shall be disconnected when not in use.  

	Guidance: Modems shall only be connected when the Geac Help Desk is required to dial-in to provide system support.  Upon completion of Geac Help Desk support, the modem shall be disconnected. A modem connect/disconnect log has been provided to aid ALPMS operations to track modem activity. (Bank credit card modems are not included in this procedure and should stay connected.

Additionally, the modem phone number shall not be displayed directly on the phone or the server.  Modem phone numbers shall be kept confidential with distribution limited to need-to-know employees. (i.e. manager, system administrator, night auditor, etc. at a minimum.).
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Geac Modem Log-in Sheet

Note: modems must be disconnected from phone line when not in use. The Bank Credit card modems are not included in this procedure and should stay connected.  

	Date
	Lodging Representative
	 Geac Technical 

       Support
	Connect/Disconnect

 Time-in /Time-out
	 Explanation for Dial-in.  Trouble call.

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	








