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18 October 1999                                                                                                                      Number: CIB-007/99
Customer Information Bulletin (CIB)

User (Agent) Password


	Purpose:  The purpose of this CIB is to inform Geac/UX ALPMS users about password policy in accordance with  Army Regulations 380-19 paragraph 2.14.

	Discussion:  Army Regulation AR 380-19 paragraph 2.14 requires all Army Information System to comply with user password security requirements :

· A designated representative is responsible for managing generation, issuance, and control of passwords.

· After creation, passwords will be handled and stored at the level of the most sensitive data contained in the system.

· Passwords will be issued to all users authorized to access the system.

· Regulations require a minimum length of 8 characters and at least  two numeric characters. * 

· User passwords must be changed at a minimum of every six months.

· Once the password expires, the password shall not  be used again. 

· User passwords will not be shared.

· The holder of a password is the only authorized user of that password.

· A password will be issued only once and will be retired when the time limit  has expired or the user has been transferred to other duties, reassigned, retired, discharged, or otherwise separated from the duties or the function for which the password was required.

· At the time of password issuance, individual users will be briefed on the following:

· Password classification and exclusiveness.

· Measures to safeguard passwords.

· Prohibitions against disclosure to unauthorized personnel, even though they may be assigned to the same project and hold identical clearances.

· The requirement to inform an ISSO or designated representative immediately of password disclosure or misuse or other potentially dangerous practices.

* Note:  At this time, the Geac application only allows a maximum password length of 7 characters.  Geac/UX ALPMS users should ensure their passwords are comprised of the maximum number of 7 characters.

Further information regarding password security requirements is available at AR 380-19 Chapter 2-14 Information Systems Security Password Control http://books.army.mil/cgi-bin/bookmgr/BOOKS/R380_19/CCONTENTS (Website subject to change)

	Changing User (Agent) Passwords in Geac UX**

· Login on terminal or PC.  (i.e.: FD1).  

· Login (your name and your password).  

· Hit F1 (Navigator key) and a ring menu of navigator options will appear.
· Hit ‘U’ to choose Utilities (arrow keys may also be used to highlight the option). Then hit enter. A second ring menu of options will appear.

	 Changing User (Agent) Passwords (cont’d)

· Hit ‘C’ to change password (arrow keys may also be used to highlight the option). Then hit enter.

· The system will now ask if you would like to change your login password (user password used at agent login window). 

· Choose ‘L’ and hit enter to change user (agent) password. 

· The system will prompt you to type your current password. Then hit enter.

· The system will prompt you to type the new password. Then hit enter.

· The system will prompt you to type the new password again (ensure there were no errors while typing). Then hit enter.

· When finished, the system will return to the main menu.

**Note: Changing user (agent) password is accomplished at the user level.

For additional information on Geac passwords, please refer to the Geac Database Maintenance Manual Chapter 31. 



	Jamie VanCourt  Tel:  (703) 681-3770

Email:  jamie.vancourt@csfc.army.mil
QuinlanThigpen Tel: (703) 681-1569

Email: quinlan.thigpen@cfsc.army.mil
U.S. Army Community and Family Support Center

Army Lodging

4700 King Street

Alexandria, Virginia  22302-4401

Fax:  (703) 681-7246    DSN Prefix:  761

MWRMIS Army Lodging website:  http://www.mwrmis.army.mil


	Geac Help Desk  1-800-434-9990

Geac Website  http://www.hotels.geac.com
Geac Frequently Asked Questions(FAQ)  login  id: Geac Hotel  password: 4mul8-us
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