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3 January 2003                                                                                                           Number: CIB-002/03
Customer Information Bulletin (CIB)

Trusted Mode Audit Logs

	Purpose:  The purpose of this CIB is to inform ALPMS / Galaxy users of the need for proactive procedures to alleviate the possible locking and crashing of the HP9000 Server after converting to Trusted Mode.

	Discussion:

· When the ALPMS / Galaxy system is converted to Trusted Mode, the system audits all records, actions and transactions that occur on the server at an Operating System level. These logs contain large quantities of information and can grow in size very quickly.  In the Trusted Facility Manual (TFM) each site was instructed to make regular changes to certain parameters within the OS.  These instructions include examples and step-by-step keystroke guidance.  It has come to our attention that many sites are not complying with this procedure. Failure to follow these procedures can and has caused systems to crash.  The server will produce messages to the console terminal warning of a pending problem.  However, many sites do not see the console on regular intervals and would only see this message at night or in the event of a failure. 



	Guidance: 

· This CIB relates directly to Item 6.6.1 of the TFM – Audit File/Size Change Procedures.
· This procedure should be scheduled on a regular basis. 

· This procedure should be logged to insure completion.

· Each facility must ensure that all procedures within the TFM are being implemented.

	 Additional Information:
· CFSC-AL is currently working with Galaxy Hotel Systems to implement an automated process that would update the names of the files and transfer them to a local PC on your network for auditing as outlined in the TFM.  

· The estimated time to availability for this process is not currently known and should not be relied upon until you are informed that it is being implemented on your server.
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