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DEPARTMENT OF THE ARMY
OFFICE OF THE SECRETARY OF THE ARMY
167 ARMY PENTAGON
WASHINGTON DC 20310-0107

Office, Director of Information
Byslems for Command, Cantrol,
Communications, & Compulers

SAIS-IAS (380-19)

MEMORANDUM FOR SEE DISTRIBUTION

SL{%{\AECT: Generic Accreditation for the Army Lodging Property Management System
(A 3)

Y References:
a. AR 380-19, Information Systems Security, 27 February 1998

b. Department of Defense Instruction 5200.40, DoD Information Technology
Security Certification and Accreditation Process (DITSCAP), 30 December 1997

¢. Memorandum, ODISC4 (SAIS-IAS), 1 November 2000, subject: interim Authority
To Operate (IATQ) for the Army Lodging Property Management System (ALPMS).

d. Memorandum, ODISC4 (SAIS-IAS), 15 February 2001, subject: Extension of
interim Authority To Operate ({ATO) for the Army Lodging Property Management
System (ALPMS).

e. System Security Authorization Agreement (SSAA) for the Army Lodging Property
Management System (ALPMS), 1 May 2001.

2. 1| have reviewed the findings and recommendations contained in the Certifying
Authority's recommendations for generic accreditation of the Army Lodging Property
Management System (ALPMS), including the Security Features Users Guide (SFUG),
Trusted Facility Manual (TFM), and Contingency Plan, and have concluded that the
ALPMS meets the minimum security requirements for processing and storing Sensitive
But Unclassified (SBU) information in the systems high security mode of operation. The
security countermeasures identified in reference e. are sufficient and necessary to
counteract the identified risks to the ALPMS and its information. Therefore, the ALPMS
can be operated within the bounds of acceptable risk.
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3. Accordingly, approval to operate is granted to store and process Sensitive But
Unclassified information in the systems high operating mode, when the system is
operated within the bounds established in the System Security Authorization Agreement
for the ALPMS.

4. This Generic Accreditation Approval To Operate (ATO) supersedes all previous
ALPMS Interim Approvals to Operate (IATOs) and amends the SSAA for the ALPMS,
with Appendices J (SFUG), K (TFM), and L (Contingency Plan). The final ALPMS
SSAA, dated 1 May 2001, is enclosed in electronic format.

5. As the ALPMS was accredited using the generic/type accreditation approach,
Information Assurance (IA) personnel and ALPMS operators assume the responsibility
to monitor system operation for compliance with the environment as described in the
accreditation documentation.

6. The ALPMS will be maintained according to the requirements of the DITSCAP
Phase 4, which directs activities to maintain the system at an acceptable level of risk
(reference b). The ALPMS will also be accredited every three years, or within three
months of any major system change or other occurrence, as noted in paragraph 3.6.a,
of AR 380-19 (reference a).

7. Points of contact within the Information Assurance Directorate are Mr. Albert Kondi,
DSN 664-7572, commercial (703) 604-7572, Albert. Kondi@HQDA .army.mil,

Ms. Jeanne Medeiros-Williams, DSN 329-0741, commercial (703) 601-0741,

Jeanne. Medeiros-Williams@HQDA.army.mil; and Dr. Joseph Cornwell, commercial
(703) 325-7963, Joseph.Cornwell@HQDA.army.mil. The ALPMS functional point of
contact is Mr. David La Pradd, DSN 761-3770, commercral (703) 681-3770,
David.LaPradd@cfsc.army.mil.

/
P
Encl KIRK. M. KRIST
ALPMS SSAA CoOL, GS
Director, information
Assurance
DISTRIBUTION:

DEPUTY CHIEF OF STAFF FOR LOGISTICS, ATTN: DALO-ZA, 500 ARMY
PENTAGON, ROOM 3E560, WASHINGTON, D.C. 20310-0500
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DIRECTOR INFORMATION SYSTEMS COMMAND, CONTROL, COMMUNICATIONS
AND COMPUTERS, ATTN: SAIS-IAS (MR. KONDI), 2511 S. JEFFERSON DAVIS
HWY, SUITE 11800, ARLINGTON, VA 22202

PROGRAM EXECUTIVE OFFICER, STANDARD ARMY MANAGEMENT
INFORMATION SYSTEMS, ATTN: SFAE-PS (MR. SEITZ), 9350 HALL ROAD,
SUITE 142, FORT BELVOIR, VA 22060-5526

COMMANDER, FORCES COMMAND, ATTN: AFCI-JI (MR. BLACKBURN), AFPI-MWR
(MS. CASALE), FORT McPHERSON, GA 30330-1062

COMMANDER, EIGHTH ARMY, HEADQUARTERS, US ARMY GARRISON, ATTN:
EAIM-C-C4 (MR. STROUD), EAGA (COL KONIECZNY), UNIT #15236, APO AP
96205-0009

COMMANDER, U.S. ARMY PACIFIC, ATTN: APIN-SC (MR. SCHEFTEL), APPE-CFA

~ (MR.COLE), FORT SHAFTER, HI 96858-5100

COMMANDER, U.S. ARMY MILITARY DISTRICT OF WASHINGTON, ATTN:
INFORMATION ASSURANCE PROGRAM MANAGER (MS. ELLIS), ANPE
(MR. NOVAK), 103 THIRD AVENUE, BLDG. 48, ROOM 1048, FORT LESLEY J.
McNAIR, 20319

COMMANDER, U.S. ARMY EUROPE AND SEVENTH ARMY, ATTN: AEAIM,
AEAGA-G (MS. WOOD), UNIT 29351, APO AE 09014

COMMANDER, 5TH SIGNAL COMMAND, ATTN: AFSE-IS-S (MAJ PALAGAMAS),
CMR 421, APO AE 09056

COMMANDER, U.S. ARMY MATERIEL COMMAND, ATTN: AMCIO-F (MS. ROSE),
AMCPE-M (MR. GENO), 5001 EISENHOWER AVENUE, ALEXANDRIA, VA
22333-0001

U.S. ARMY TRAINING AND DOCTRINE COMMAND, ATTN: ATIM-l (MS. CAMPBELL),
ATBO-F (MR. COMPTON), FORT MONROE, VA 23651-5000

COMMANDER, U.S. ARMY SOUTH, ATTN: SOIM-T-IA (MR. DUPREY), SOPR-CFS
(MR. HILL), P.O. BOX 34000, FORT BUCHANAN, PR 00934-3400

COMMANDER, U.S. ARMY TEST AND EVALUATION COMMAND, ATTN:
INFORMATION ASSURANCE PROGRAM MANAGER (MR. EGGERS),
CSTE-PR-M (MS. CHANDLER), 4501 FORD AVENUE, ALEXANDRIA, VA 22302

COMMANDER, U.S. ARMY MEDICAL COMMAND, ATTN: INFORMATION
ASSURANCE PROGRAM MANAGER (LTC BROWN), MCPE-H (MR. WILLIAMS),
2050 WORTH ROAD, SUITE 13, FORT SAM HOUSTON, TX 78234

COMMANDER, MILITARY TRAFFIC MANAGEMENT COMMAND, ATTN: MTIM (MS.
QUINN), MTPAL-HR (MS. VANDYNE), 200 STOVALL STREET, ALEXANDRIA, VA
22332

DIRECTOR, DEFENSE LOGISTICS AGENCY, ATTN: INFORMATION ASSURANCE
PROGRAM MANAGER (MR. L. JOHNSON), CAHMQ (MR. PRESLEY), JOHN
KINGMAN DR., FORT BELVOIR, VA 22060
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DIRECTOR, NONAPPROPRIATED FUNDS, DFAS INDIANAPOLIS
CENTER, ATTN: DFAS-IN/TC (MS. KUHNS), 8899 EAST 56TH STREET,
INDIANAPQOLIS, IN 46249
SUPERINTENDENT, U.S. MILITARY ACADEMY, ATTN: INFORMATION
ASSURANCE PROGRAM MANAGER (MR. WALDROP), MAPA (MR. BROWN),
WEST POINT, NY 10996
U.S. ARMY RESERVE COMMAND, ATTN: AFRC-CII (MS. BENNY), 1401 DESHLER
STREET SW, FORT MCPHERSON, GA 30330-2000
DIRECTOR, ARMY NATIONAL GUARD, ATTN: NGB-ARZ (COL BROWN), 2500
ARMY PENTAGON, ROOM 2E408, WASHINGTON, D.C. 20310-2500



